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Microsoft Security Bulletins for 
Microsoft® Windows® 2000 Server SP4 (2000S) 

Microsoft® Windows® 2000 Professional SP4 (2000P) 
Microsoft® Windows® Server 2003 Gold to SP2 (2003) 

Microsoft® Windows® XP Professional SP2 (XP) 
Microsoft® SQL Server 2000 SP4 (SQL2000) 
Microsoft® SQL Server 2005 SP3 (SQL2005) 

Microsoft® Windows Vista Gold (VISTA) 
 

The 9700 Security Bulletin contains a listing of select Microsoft patches that are directly related to the 9700/Simphony applications and have been 
tested against the 9700/Simphony applications to validate there are no issues or identify any updates that should NOT be installed.  The list is not 
inclusive of ALL Microsoft patches. Customers can load other Microsoft patches as MICROS does not expect them to affect 9700/Simphony.  This 
report is updated monthly for patches released the prior month and YTD cumulative.  

 

Date Bulletin Description Severity OS Required Tested Results 

Feb 9 ,2010 

Vulnerabilities in Windows Kernel 

could allow Elevation of Privilege 

(977165): MS10-015 

Important   

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

Feb 9 ,2010 

Vulnerability in Kerberos Could 

Allow Denial of Service (977290): 

MS10-014 

Important   

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

Feb 9 ,2010 

Vulnerability in Microsoft 

DirectShow Could Allow Remote 

Code Execution (977935): MS10-

013 

Critical  

2000 

2003 

XP 

Vista 

 Yes 
No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Feb 9 ,2010 

Vulnerabilities in SMB Server 

Could Allow Remote Code 

Execution (971468): MS10-012 

 Important 

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

Feb 9 ,2010 

Vulnerabilities in Windows 

Client/Server Run-time 

Subsystem (CSRSS) Could Allow 

Elevation of Privilege (978037): 

MS10-011 

Important  

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

Feb 9 ,2010 

Vulnerabilities in Windows 

TCP/IP Could Allow Remote Code 

Execution (974145): MS10-009 

Critical  

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

Feb 9 ,2010 

Cumulative Security Update of 

ActiveX Kill Bits (978262): MS10-

008 

Critical  

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

Feb 9 ,2010 

Vulnerability in Windows Shell 

Handler Could Allow Remote Code 

Execution (975713): MS10-007 

Critical  

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

Feb 9 ,2010 

Vulnerabilities in SMB Client 

Could Allow Remote Code 

Execution (978251): MS10-006 

Critical  

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

Jan 21, 2010 

Critical Cumulative Security 

Update for Internet Explorer 

(978207): MS10-002 

Critical  

2000 

2003 

XP 

Vista 

 Yes 
No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Jan 12, 2010 

Vulnerability in the Embedded 

OpenType Font Engine Could 

Allow Remote Code Execution 

(972270): MS10-001 

Critical for Win 2000  
Otherwise Low  

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

Dec 8, 2009 

Cumulative Security Update for 

Internet Explorer (974455): 

MS09-072 

 

Critical 

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

Dec 8, 2009 

 

Vulnerability on Internet 

Authentication Service Could 

Allow Remote Code Execution 

(974318): MS09-071 

Critical 

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

Dec 8, 2009 

Vulnerabilities in Active Directory 

Federation Services Could Allow 

Remote Code Execution 

(971726): MS09-070 

 

Important 
2003 

 
 Yes 

No Issues 

 

Dec 8, 2009 

Vulnerability in Local Security 

Subsystem Authority Service 

Could Allow Denial of Service 

(974392): MS09-069 

 

Important 

2000 

2003 

XP 

 

 Yes 
No Issues 

 

Nov 11, 2009 

 

Vulnerability in Active Directory 

Could Allow Denial of Service 

(973309): MS09-066 

Important 

2000 

2003 

XP 

Vista 

 Yes 
No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Nov 11, 2009 

 

Vulnerabilities in Windows 

Kernel-Mode Drivers Could Allow 

Remote Code Execution 

(969947): MS09-065 

Critical 

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

October 13, 2009 

 

Vulnerabilities in GDI+ Could 

Allow Remote Code Execution 

(957488): MS09-062 

Critical 

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

October 13, 2009 

Vulnerabilities in the 

Microsoft .NET Common Language 

Runtime Could Allow Remote 

Code Execution (974378): MS09-

061 

 

Critical 

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

October 13, 2009 

Vulnerability in Local Security 

Authority Subsystem Service 

Could Allow Denial of Service 

(975467): MS09-059 

 

Important 

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

October 13, 2009 

Vulnerabilities in Windows Kernel 

Could Allow Elevation of Privilege 

(971486): MS09-058 

 

Important 

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

October 13, 2009 

Vulnerability in Indexing Service 

Could Allow Remote Code 

Execution (969059): MS09-057 

 

Important 

2000 

2003 

XP 

Vista 

 Yes 
No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

October 13, 2009 

Vulnerabilities in Windows 

CryptoAPI Could Allow Spoofing 

(974571): MS09-056 

 

Important 

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

October 13, 2009 

Cumulative Security Update of 

ActiveX Kill Bits (973525): MS09-

055 

 

Critical 

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

October 13, 2009 

Cumulative Security Update for 

Internet Explorer (974455): 

MS09-054 

Critical 

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

October 13, 2009 

Vulnerabilities in SMBv2 Could 

Allow Remote Code Execution 

(975517): MS09-050 

 

Critical 

2000 

2003 

XP 

Vista 

 Yes 
No Issues 

 

Sep 9, 2009 

Vulnerability in JScript Scripting 

Engine Could Allow Remote 

Code Execution (971961)    

MS09-045 

 

 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Sep 9, 2009 

Vulnerability in Wireless LAN 

AutoConfig Service Could Allow 

Remote Code Execution 

(970710)  MS09-049 

 

 

Critical 
Vista 

 
 Yes 

No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Sep 9, 2009 

Vulnerabilities in Windows 

Media Format Could Allow 

Remote Code Execution 

(973812) MS09-047 

 

 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Sep 9, 2009 

Vulnerabilities in Windows 

TCP/IP Could Allow Remote 

Code Execution (967723)  

MS09-048 

 

 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Sep 9, 2009 

Vulnerability in DHTML Editing 

Component ActiveX Control 

Could Allow Remote Code 

Execution (956844)  MS09-046 

 

 

Critical 

2000 

2003 

XP 

 

 Yes 
No Issues 

 

Aug 11, 2009 

Vulnerabilities in Remote Desktop 

Connection Could Allow Remote 

Code Execution (970927): MS09-

044 

 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Aug 11, 2009 

Vulnerability in Telnet Could 

Allow Remote Code Execution 

(960859): MS09-042 

 

Important 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Aug 11, 2009 

Vulnerability in Workstation 

Service Could Allow Elevation of 

Privilege (971657): MS09-041 

Important  

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Aug 11, 2009 

Vulnerability in Message Queuing 

Could Allow Elevation of Privilege 

(971032): MS09-040 

Important 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Aug 11, 2009 

Vulnerabilities in WINS Could 

Allow Remote Code Execution 

(969883): MS09-039 

Critical 

2000 

2003 

 

 Yes 
No Issues 

 

Aug 11, 2009 

Vulnerabilities in Windows Media 

File Processing Could Allow 

Remote Code Execution 

(971557): MS09-038 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Aug 11, 2009 

Vulnerabilities in Microsoft Active 

Template Library (ATL) Could 

Allow Remote Code Execution 

(973908): MS09-037 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Jul 17, 2009 

List of Changes and fixed issues 
in the .NET Framework 3.5 
Service Pack 1 (951847): MS08-
040 

Important 

2000 

2003 

 

 Yes No Issues 

Jul 14, 2009 

Cumulative Security Update of 

ActiveX Kill Bits (973346): MS09-

032 

 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Jul 14, 2009 

Vulnerability in the Embedded 

OpenType Font Engine Could 

Allow Remote Code Execution 

(961371): MS09-029 

 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Jul 14, 2009 

Vulnerabilities in Microsoft 

DirectShow Could Allow Remote 

Code Execution (971633): MS09-

028 

 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Jun 9, 2009 

Vulnerability in RPC Could Allow 

Elevation of Privilege (970238): 

MS09-026  

 

 

Important 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Jun 9, 2009 

Vulnerabilities in Windows 

Kernel Could Allow Elevation of 

Privilege (968537): MS09-025 

Important 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Jun 9, 2009 

Vulnerability in Windows 

Search Could Allow Information 

Disclosure (963093): MS09-023 

Moderate 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Jun 9, 2009 

Vulnerabilities in Windows Print 

Spooler Could Allow Remote 

Code Execution (961501): 

MS09-022 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Jun 9, 2009 

Vulnerabilities in Internet 

Information Services (IIS) 

Could Allow Elevation of 

Privilege (970483): MS09-020 

Important 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Jun 9, 2009 

Cumulative Security Update for 

Internet Explorer (969897): 

MS09-019 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Jun 9, 2009 

Vulnerabilities in Active 

Directory Could Allow Remote 

Code Execution (971055): 

MS09-018 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Apr 14, 2009 

Blended Threat Vulnerability in 

SearchPath Could Allow Elevation 

of Privilege (959426): MS09-015 

Moderate 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Apr 14, 2009 

Cumulative Security Update for 

Internet Explorer (963027): 

MS09-014 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes 
No Issues 

 

Apr 14, 2009 

Vulnerabilities in Windows HTTP 

Services Could Allow Remote 

Code Execution (960803): MS09-

013 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Apr 14, 2009 

Vulnerability in Microsoft 

DirectShow Could Allow Remote 

Code Execution (961373): MS09-

011 

Critical 

2000 

2003 

XP 

 

 Yes No Issues 

Mar 11, 2009 

Vulnerabilities in Windows Kernel 

Could Allow Remote Code 

Execution (958690) MS09-006  

Important 

2000 

2003 

XP 

Vista 

 

 Yes No Issues 

Feb 10, 2009 

Vulnerability in Microsoft SQL 

Server Could Allow Remote Code 

Execution (959420): MS09-004 

Important 

2000 

2003 

 

 Yes No Issues 

Feb 10, 2009 

Cumulative Security Update for 

Internet Explorer (961260): 

MS09-002 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes No Issues 

Jan 13, 2009 

Vulnerabilities in SMB Could Allow 

Remote Code Execution 

(958687): MS09-001 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes No Issues 

Dec 15, 2008 

SQL Server 2005 Service Pack 3 

http://technet.microsoft.com/en-

us/sqlserver/bb895957.aspx 

N/A 

SQL Server 

2005 

 

 Yes No Issues 

Dec 17, 2008 
Security Update for Internet 

Explorer (960714): MS08-078 
Critical 

2000 

2003 

XP 

Vista 

 

 Yes No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Dec 9, 2008 

Vulnerabilities in Windows Media 

Components Could Allow Remote 

Code Execution (959807): MS08-

076 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes No Issues 

Dec 9, 2008 

Cumulative Security Update for 

Internet Explorer (958215): 

MS08-073 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes No Issues 

Dec 9, 2008 

Vulnerabilities in GDI Could Allow 

Remote Code Execution(956802): 

MS08-071 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes No Issues 

Nov 11, 2008 

Vulnerability in SMB Could Allow 

Remote Code Execution 

(957097): MS08-068 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes No Issues 

Oct 23, 2008 

Vulnerability in Server Service 

Could Allow Remote Code 

Execution (958644): MS08-067 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes No Issues 

Oct 14, 2008 

Vulnerability in Server Service 

Could Allow Remote Code 

Execution (958644)  

MS08-067 

 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Oct 14, 2008 

Cumulative Security Update for 

Internet Explorer (956390) 

MS08-058 

Critical 

2000 

2003 

XP 

Vista 

 

 Yes No Issues 

Oct 14, 2008 

Vulnerability in the Microsoft 

Ancillary Function Driver Could 

Allow Elevation of Privilege 

(956803)   

MS08-066 

 

Important 
2003 

XP 
 Yes No Issues 

Oct 14, 2008 

Vulnerabilities in Windows 

Kernel Could Allow Elevation of 

Privilege (954211) 

MS08-061 

Important 

2000 

2003 

XP 

Vista 

 

 Yes   No Issues 

Oct 14, 2008 

Vulnerability in SMB Could 

Allow Remote Code Execution 

(957095) 

MS08-063 

 

Important 

2000 

2003 

XP 

Vista 

 

 Yes No Issues 

Oct 14, 2008 

Vulnerability in Virtual Address 

Descriptor Manipulation Could 

Allow Elevation of Privilege 

(956841) 

MS08-064 

Important 

 

2003 

XP 

Vista 

 

 Yes No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Aug 12, 2008 
Vulnerability in Event System 
Could Allow Remote Code 
Execution (950974): MS08-049 

Important 

2000 

2003 

XP 

Vista 

 

 Yes No Issues 

Aug 12, 2008 

Vulnerability in IPsec Policy 
Processing Could Allow 
Information Disclosure (953733): 
MS08-047 

Important 

2000 

2003 

XP 

Vista 

 

 Yes No Issues 

Aug 12, 2008 
Cumulative Security Update for 
Internet Explorer (953838): 
MS08-045 

Critical 

2000 

2003 

Xp 

Vista 

 Yes No Issues 

Jul 8, 2008 
Vulnerabilities in Microsoft SQL 
Server Could Allow Elevation of 
Privilege (941203): MS08-040 

Important 

2000 

2003 

 

 Yes No Issues 

Jul 8, 2008 
Vulnerabilities in DNS Could Allow 
Spoofing (953230): MS08-037 Important 

2000 

2003 

Vista 

xp 

 Yes No Issues 

Jun 10, 2008 

Vulnerabilities in Pragmatic 
General Multicast (PGM) Could 
Allow Denial of Service (950762): 
MS08-036 

Important 

2000 

2003 

Vista 

xp 

 Yes No Issues 

Jun 10, 2008 
Vulnerability in Active Directory 
Could Allow Denial of Service 
(953235): MS08-035 

Important 

2000 

2003 

Vista 

xp 

 Yes No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Jun 10, 2008 
Vulnerability in WINS Could Allow 
Elevation of Privilege (948745): 
MS08-034 

Important 

2000 

2003 

Vista 

xp 

 Yes No Issues 

Jun 10, 2008 

Vulnerabilities in Pragmatic 
General Multicast (PGM) Could 
Allow Denial of Service (950762): 
MS08-036  

Important 

2000 

2003 

Vista 

xp 

 Yes No Issues 

Jun 10, 2008 
Cumulative Security Update for 
Internet Explorer (950759): 
MS08-031  

Critical 

2000 

2003 

Vista 

xp 

 Yes No Issues 

Jun 10, 2008 
Vulnerabilities in DirectX Could 
Allow Remote Code Execution 
(951698): MS08-033  

Critical 

2000 

2003 

Vista 

xp 

 Yes No Issues 

Jun 10, 2008 
Cumulative Security Update of 
ActiveX Kill Bits (950760): MS08-
032  

Moderate 

2000 

2003 

Vista 

xp 

 Yes No Issues 

Thursday, April 

10, 2008 

Security Update for ActiveX Killbits 

for Windows Server 2003 

(KB948881) 

Important 

2000 

2003 

Vista 

xp 

 Yes No Issues 

Thursday, April 

10, 2008 

Cumulative Security Update for 

Internet Explorer 6 for Windows 

Server 2003 (KB947864) 

Important 

2000 

2003 

Vista 

xp 

 Yes No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Thursday, April 

10, 2008 

Security Update for Windows 

Server 2003 (KB945553) 
Important 

2000 

2003 

Vista 

xp 

 Yes No Issues 

Thursday, April 

10, 2008 

Security Update for Windows 

Server 2003 (KB941693) 
Important 

2000 

2003 

Vista 

xp 

 Yes No Issues 

Thursday, April 

10, 2008 

Security Update for Windows 

Server 2003 (KB944338) 
Critical 

2000 

2003 
 Yes No Issues 

Tuesday, April 

08, 2008 

Microsoft .NET Framework 2.0 

Service Pack 1 (KB110806) 
N/A 

2000 

2003 

 

 Yes No Issues 

Mar 17, 2008 
Update for Windows Server 2003 

(KB948496) 
Critical 

2003 

Sp2 
 Yes No Issues 

Mar 17, 2008 

Windows Malicious Software 

Removal Tool - March 2008 

(KB890830) 

Important 

2000 

2003 

XP 

 Yes No Issues 

Feb 12, 2008 

Cumulative Security Update for 

Internet Explorer (944533): 

MS08-010 

Critical 

2000 

2003 

XP 

 Yes No Issues 

Feb 12, 2008 

Vulnerability in OLE Automation 

Could Allow Remote Code 

Execution (947890): MS08-008 

Critical 

2000 

2003 

XP 

 Yes No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Feb 12, 2008 

Vulnerability in WebDAV Mini-

Redirector Could Allow Remote 

Code Execution (946026): MS08-

007 

Critical 

2000 

2003 

XP 

 Yes No Issues 

Feb 12, 2008 

Vulnerability in Internet 

Information Services Could Allow 

Remote Code Execution 

(942830): MS08-006 

Important 

2000 

2003 

XP 

 Yes No Issues 

Feb 12, 2008 

Vulnerability in Internet 

Information Services Could Allow 

Elevation of Privilege (942831): 

MS08-005 

Important 

2000 

2003 

XP 

 Yes No Issues 

Feb 12, 2008 

Vulnerability in Active Directory 

Could Allow Denial of Service 

(946538): MS08-003 

Important 

2000 

2003 

XP 

 Yes No Issues 

Jan 8, 2008 

Vulnerability in LSASS Could 

Allow Local Elevation of Privilege 

(943485): MS08-002 

Important 

2000 

2003 

XP 

 Yes No Issues 

Jan 8, 2008 

Vulnerabilities in Windows 

TCP/IP Could Allow Remote Code 

Execution (941644): MS08-001 

Critical 

2000 

2003 

XP 

 Yes No Issues 

Dec 11, 2007 

Cumulative Security Update for 

Internet Explorer (942615): 

MS07-069 

Critical 
2003 

XP 
 Yes No Issues 

Dec 11, 2007 

Vulnerability in Windows Media 

File Format Could Allow Remote 

Code Execution (941569 and 

944275): MS07-068 

Critical 
2003 

XP 
 Yes No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Dec 11, 2007 

Vulnerabilities in DirectX Could 

Allow Remote Code Execution 

(941568): MS07-064 

Critical 
2003 

xp 
 Yes No Issues 

Dec 11, 2007 

Vulnerability in Macrovision 

Driver Could Allow Local Elevation 

of Privilege (944653): MS07-067 

Important 
2003 

xp 
 Yes No Issues 

Nov 13, 2007 

Vulnerability in DNS Could 

Allow Spoofing (941672) 

  MS07-062 

Important 
2000S 

2003 
 Yes No Issues 

Nov 13, 2007 

Vulnerability in Windows URI 

Handling Could Allow Remote 

Code Execution (943460)  

MS07-061 

 

Critical 
2003 

XP 
 Yes No Issues 

Oct 9,2007 

Cumulative Security Update for 

Internet Explorer (939653)  

MS07-057 

 

Critical 

2000S 

2003 

XP 

 Yes No Issues 

Sept 11, 2007 

Vulnerability in Microsoft Agent 

Could Allow Remote Code 

Execution (938827) : MS07-051 

 

Critical 2000S  Yes No Issues 

Aug 14,2007 

Vulnerability in Windows Media 

Player Could Allow Remote 

Code Execution (936782) : 

MS07-047 

 

Important 

XP 

2000S 

2003 

 Yes No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Aug 14,2007 

Vulnerability in GDI Could Allow 

Remote Code Execution 

(938829) : MS07-046 

 

Critical 

XP 

2000S 

2003 

 Yes No Issues 

Aug 14,2007 

Cumulative Security Update for 

Internet Explorer (937143) : 

MS07-045 

 

Critical 

XP 

2000S 

2003 

 Yes No Issues 

Aug 14,2007 

Vulnerability in OLE Automation 

Could Allow Remote Code 

Execution (921503) : MS07-043 

 

Critical 

XP 

2000S 

2003 

 Yes No Issues 

Aug 14,2007 

Vulnerability in Microsoft XML 

Core Services Could Allow 

Remote Code Execution 

(936227): MS07-042 

 

Critical 

XP 

2000S 

2003 

 Yes No Issues 

Jul 10, 2007 

Vulnerability in Microsoft Internet 

Information Services Could Allow 

Remote Code Execution 

(939373): MS07-041 

Important XP  Yes No Issues 

Jul 10, 2007 

Vulnerabilities in .NET Framework 

Could Allow Remote Code 

Execution (931212): MS07-040 

Critical 

XP 

2000S 

2003 

 Yes No Issues 

Jul 10, 2007 

Vulnerability in Windows Active 

Directory Could Allow Remote 

Code Execution (926122): MS07-

039 

Critical 
2000S 

2003 
 Yes No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

June 2007 

 

Vulnerability in Win32 API 

Could Allow Remote Code 

Execution (935839) MS07-035 

 

Critical 

XP 

2000S 

2003 

 Yes No Issues 

June 2007 

Cumulative Security Update for 

Outlook Express and Windows 

Mail (929123) MS07-034 

 

Critical 

XP 

2000S 

2003 

 Yes No Issues 

June 2007 

Cumulative Security Update for 

Internet Explorer (933566) 

MS07-033 

 

Critical 

XP 

2000S 

2003 

 Yes No Issues 

June 2007 

Vulnerability in the Windows 

Schannel Security Package 

Could Allow Remote Code 

Execution (935840) MS07-031 

Critical 

XP 

2000S 

2003 

 Yes No Issues 

May 8, 

2007 

Vulnerability in RPC on 

Windows DNS Server Could 

Allow Remote Code Execution 

(935966) MS07-029 

 

Critical 

XP 

2000S 

2003 

 Yes No Issues 

May 8, 

2007 

Cumulative Security Update for 

Internet Explorer (931768) 

MS07-027 

 

Critical 

XP 

2000S 

2003 

 Yes No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Apr. 10, 2007 Microsoft Windows Server 2003  SP 2 Important 2003  Yes No Issues 

Apr. 10, 2007 

Vulnerability in Windows Kernel 

Could Allow Elevation of 

Privilege (931784) MS07-022 

 

Important 

XP 

2000S 

2000P 

2003 

 Yes No Issues 

Apr. 10, 2007 

Vulnerabilities in CSRSS Could 

Allow Remote Code Execution 

(930178) MS07-021 

 

Critical 

XP 

2000S 

2000P 

2003 

 Yes No Issues 

Apr. 10, 2007 

Vulnerability in Microsoft Agent 

Could Allow Remote Code 

Execution (932168) MS07-020 

 

Critical 

XP 

2000S 

2000P 

2003 

 Yes No Issues 

Apr. 10, 2007 

Vulnerability in Universal Plug 

and Play Could Allow Remote 

Code Execution (931261) MS07-

019 

 

Critical XP   Yes No Issues 

Apr. 10, 2007 

Vulnerabilities in Microsoft 

Content Management Server 

Could Allow Remote Code 

Execution (925939) MS07-018 

 

N/A N/A  N/A N/A 
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Date Bulletin Description Severity OS Required Tested Results 

Apr. 10, 2007 

Vulnerabilities in GDI Could 

Allow Remote Code Execution 

(925902) MS07-017 

 

Critical 

XP 

2000S 

2000P 

2003 

 Yes No Issues 

Apr. 10, 2007 SQL SERVER 2005 SP2 Critical 

XP 

2000S 

2000P 

2003 

 Yes No Issues 

Feb. 13,  

2007 

Cumulative Security Update for 
Internet Explorer (928090): 
MS07-016 

Critical 

XP 

2000S 

2000P 

2003 

 Yes No Issues 

Feb. 13,  

2007 

Vulnerability in Microsoft RichEdit 
Could Allow Remote Code 
Execution (918118): MS07-013 

Important 

XP 

2000S 

2000P 

2003 

 Yes No Issues 

Feb. 13,  

2007 

Vulnerability in Microsoft MFC 
Could Allow Remote Code 
Execution (924667): MS07-012 

Important 

XP 

2000S 

2000P 

2003 

 Yes No Issues 

Feb. 13,  

2007 

Vulnerability in Microsoft OLE 
Dialog Could Allow Remote Code 
Execution (926436): MS07-011 

Important 

XP 

2000S 

2000P 

2003 

 Yes No Issues 

Feb. 13,  

2007 

Vulnerability in Microsoft Data 
Access Components Could Allow 
Remote Code Execution 

(927779): MS07-009 

Critical 

XP 

2000S 

2000P 

 Yes No Issues 
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Date Bulletin Description Severity OS Required Tested Results 

Feb. 13,  

2007 

Vulnerability in HTML Help 
ActiveX Control Could Allow 
Remote Code Execution 
(928843): MS07-008 

Critical 

XP 

2000S 

2000P 

2003 

 Yes No Issues 

Feb. 13,  

2007 

Vulnerability in Windows Image 
Acquisition Service Could Allow 
Elevation of Privilege (927802): 
MS07-007 

Important XP  Yes No Issues 

Feb. 13,  

2007 

Vulnerability in Windows Shell 
Could Allow Elevation of Privilege 
(928255): MS07-006 

Important 
XP 

2003 
 Yes No Issues 

Feb. 13,  

2007 

Vulnerability in Step-by-Step 
Interactive Training Could Allow 
Remote Code Execution 
(923723): MS07-005 

Important 

XP 

2000S 

2000P 

2003 

 Yes No Issues 

Jan. 9,  

2007 

Vulnerability in Vector Markup 
Language Could Allow Remote 
Code Execution (929969): MS07-
004 

Critical 

XP 

2000S 

2000P 

2003 

 Yes No Issues 

 


