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Security Enhancement Notice

Two security vulnerabilities have been identified with the JBOSS web server platform, which is
used by the MICROS Simphony application.

The following versions of MICROS Simphony are affected by these JBOSS vulnerabilities:

o v1.2
e v14
e v15

Details associated with these JBOSS vulnerabilities can be found at the following links:

http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2008-3273

http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2010-2227

MICROS strongly recommends the following action be taken to remediate these JBOSS security
vulnerabilities:

For MICROS customers operating any of the Simphony versions listed above, a hot fix is
available from MICROS which corrects these vulnerabilities. This hot fix, containing the
corrected file and implementation directions, can be downloaded from the Simphony product
support area of the MICROS member’s services website.
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